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Abstract— In recent years, several secure routing protocols have 
been proposed to secure communications among nodes in mobile 
ad hoc networks. However, they are not tailored to defend 
against Denial of Service (DoS) attacks such as flooding and 
packet drop attacks. This has led to the development of models 
that target cooperation among nodes. These models either fail to 
protect against flooding attacks or only defend against greedy 
nodes that drop packets to save battery resources. The main 
shortcoming of cooperation models is that they fail to evaluate 
the trustworthiness for other nodes. In this paper, we propose a 
Trust Integrated Cooperation Architecture which consists of an 
obligation-based cooperation model known as fellowship to 
defend against both flooding and packet drop attacks. In our 
architecture, fellowship enhances its security decisions through a 
trust model known as Secure MANET Routing with Trust Intrigue 
(SMRTI). In comparison with related models, SMRTI deploys a 
novel approach to communicate recommendations such that the 
deployed approach is free from well-known issues such as honest 
elicitation, free riding, bias of a recommender, and additional 
overhead. 

I. INTRODUCTION 
The proliferation of handheld devices has led to the growth 

of wireless Mobile Ad hoc NETworks (MANET). Security is 
difficult to achieve in such networks as the networks are not 
conducive to centralized trusted authorities. Furthermore, the 
security solutions that have been deployed for wired networks 
are not directly portable to ad hoc networks. The difficulty 
arises as a result of sporadic wireless medium, dynamic 
network topology and constraint battery resources.  

Several secure routing protocols [1,  2] have been proposed 
to secure communications among nodes. Given that secure 
routing protocols are not tailored to defend against Denial of 
Service (DoS) attacks, they are extremely vulnerable to both 
flooding and packet drop attacks. In recent years, few 
cooperation based models [3,  4] have been proposed to 
defend against packet drop attacks. However, these models are 
incomplete as they are unsuccessful in defending against 
flooding attacks. They also fail to segregate selectively 
misbehaving nodes from continually misbehaving nodes. 
Alternatively, they may defend against only selfish nodes that 
fail to cooperate in order to retain battery resources. The 
severity arises as the cooperation model at every node fail to 
evaluate the trustworthiness for other nodes. Recently few 
reputation and trust models [5-7] have been proposed to 
evaluate the trustworthiness for other nodes in the network. 

However, they are prone to issues such as honest-elicitation 
and free-riding. In reputation and trust models, a node is 
subject to honest-elicitation, when it forwards a high 
recommendation for a malicious node in order to avoid itself 
from being labeled with a low recommendation by the same 
malicious node. A malicious node may also exhibit honest-
elicitation by forwarding low recommendations for benign 
nodes, or high recommendations for colluding malicious 
nodes. A node is subject to free-riding when it accepts 
recommendations from other nodes, but fails to reciprocate 
with recommendations when requested by them.  

In this paper, we propose a Trust Integrated Cooperation 
Architecture for mobile ad-hoc networks, which is a 
composition of an obligation-based cooperation model called 
as fellowship [8,  9] and a trust model known as Secure 
MANET Routing with Trust Intrigue (SMRTI) [10,  11]. In our 
architecture, fellowship defends against both flooding and 
packet drop attacks, while SMRTI evaluates the 
trustworthiness for other nodes in order to enhance the 
security decisions of fellowship model. Unlike related models 
[5-7], SMRTI is free from the well-known issues such as 
honest-elicitation, free-riding, bias of a recommender, and 
additional overhead. 

In the following, we outline the assumptions and context 
for our integrated architecture. Section III details the attacker 
model and Section IV presents the overview of our integrated 
architecture. Section V details the operation of fellowship and 
Section VI describes the operation of SMRTI. Finally, Section 
VII gives some concluding remarks. 

II. ASSUMPTIONS 
In this paper, we explore our integrated architecture 

through the Dynamic Source Routing (DSR) protocol [12]. 
Similar to related models [5], our architecture captures 
evidence of trustworthiness by passively monitoring the 
behaviour of next-hop nodes. We refer to the wireless range of 
a node as its environment and the one-hop nodes as 
neighbours. For ease of explanation, we define the sequence 
of a successful route discovery followed by data flow as a 
communication flow.  

III. ATTACKER MODEL 
In comparison with related models [3,  4], our model 

defends against both the types of attackers – malicious and 
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selfish nodes. The nodes that drain the resources or prevent 
the communications of other nodes with malicious intent are 
known as malicious nodes. Otherwise, malicious nodes may 
modify the routing information which includes addition or 
deletion of nodes in a route, and increasing a route request’s 
sequence number.  

Selfish nodes are unique to mobile ad hoc networks 
because of the prevailing heterogeneity and resource 
constraints among nodes. Selfish nodes exploit the self-
organized characteristic of ad hoc networks in order to retain 
their battery resources or use their battery resources to 
override other nodes. They achieve their goal by failing to 
commit resources for requesting node, i.e. by dropping the 
requesting node’s packet. Alternatively, selfish nodes with 
relatively high battery resource in a neighbourhood may 
occupy the transmission channel for forwarding self-generated 
packets. For this, they first boycott the medium access control 
layer’s contention resolution mechanism and then hijack the 
channel. Although the intention of selfish nodes is different 
from malicious nodes, we classify the behaviour of selfish 
nodes as malicious behaviour. In summary, we attribute 
flooding, packet dropping, and modification behaviours as 
malicious behaviours. 

IV. INTEGRATED ARCHITECTURE  
Figure 1 presents the inter-relationship of fellowship, DSR, 

and SMRTI within our integrated architecture. In comparison 
with related cooperation models [3,  4], fellowship is a unified 
model, which prevents DSR from -- receiving flooding 
packets and forwarding valid packets to packet dropping 
nodes. It adopts an obligation-based approach where every 
node in the network is obligated to share its communication 
channel and forward packets for other nodes in order to 
receive similar service from them. Fellowship enforces other 
nodes to obligate by asynchronously passing on the evidence 
for flooding and packet dropping to SMRTI.  

Apart from fellowship model, SMRTI also asynchronously 
captures evidence of trustworthiness from – one-to-one 
interactions with neighbours, and recommendations from 
other nodes. The one-to-one interactions enable SMRTI to 
capture evidence for the next-hop’s benign and malicious 

behaviours. Alternatively, recommendations enable SMRTI to 
capture evidence of trustworthiness from other nodes. SMRTI 
has several distinct advantages over related reputation and 
trust models [5-7], as it deploys a novel approach to 
communicate recommendations. It is important to note that 
the deployed approach eliminates honest-elicitation, free-
riding, recommender’s bias, and dissemination of 
recommendations.  

SMRTI formalizes captured evidence as trust ratings, 
which are then utilized to evaluate the trustworthiness for 
other nodes. Depending on the policy defined for the event 
and the trustworthiness for all nodes involved in the event, 
SMRTI synchronously respond to the requests received from 
fellowship and DSR. In other words, SMRTI facilitates 
fellowship and DSR to make better security decisions, and 
assists them to handle the dynamic behaviours of nodes. The 
requests from fellowship include whether to forward or send a 
packet on behalf of previous-hop or next-hop neighbours 
respectively. In the case of DSR, the requests include which 
route to select for data flow and whether to accept a newly 
discovered route.  

A. System Operation 
In the following, we briefly explain the operation of 

fellowship, SMRTI, and DSR within a node. Consider the 
path S  O  X  N  C  D from Figure 2, where S is 
the source, D is the destination, and nodes O, X, N and C are 
the intermediate nodes for the communication flow.  

Let us first consider the role of our architecture in an event 
(route request, route reply, route error, or data flow) at one of 
the intermediate nodes (O, X, N, and C), and then at the 
source (S) and destination (D). To begin with, each 
intermediate node checks the transmission rate of its previous-
hop using the fellowship model. Given that the previous-hop’s 
transmission rate is at least equal to the transmission-
threshold (τ) defined for the network, the fellowship model 
discards the packets exceeding ‘τ’ and reports the evidence for 
malicious behaviour to SMRTI. Alternatively, if the previous-
hop’s transmission rate is within ‘τ’, the fellowship model 
requests SMRTI to evaluate the trustworthiness for previous-
hop. This is in accordance with the expectation that the packet 

Figure 2. Route Discovery Cycle in DSR Protocol 
Figure 1. Integrated Architecture of Fellowship and SMRTI 
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is not exposed to malicious behaviour only if the previous-hop 
is trustworthy. Fellowship model then passes the packet to 
DSR, which in turn requests SMRTI to evaluate the packet’s 
trustworthiness, i.e., the trustworthiness for source (S) and 
destination (D). This is for the reason that the intermediate 
node forwards packet only for the sake of source (S) and 
destination (D). In addition, SMRTI evaluates the 
trustworthiness for packet’s route, so that DSR can record the 
route in its route cache if the route is trustworthy. Once DSR 
confirms through SMRTI that the packet is trustworthy, it then 
passes the packet back to the fellowship model. Now the 
fellowship model requests SMRTI to evaluate trustworthiness 
for the next-hop. This is to meet with the expectation that the 
probability for the packet to reach destination (D) without 
being exposed to malicious behaviour is high, only if the next-
hop is trustworthy. In the case of route request event, the 
trustworthiness for next-hop is not evaluated as the next-hop 
is unknown due to the broadcast nature of route request. 
Nevertheless, if the next-hop drops the packet, then the 
fellowship model investigates its transmission-rate and 
contention for transmission channel before confirming the 
evidence for packet drop with SMRTI. However, if the next-
hop forwards the packet without performing any malicious 
behaviour then SMRTI captures evidence for the next-hop’s 
benign behaviour. 

Let us now consider the role of our architecture at the 
source (S) and destination (D). The DSR protocol at S initially 
checks its route cache for a route to D, whenever it wishes to 
send a data packet to D. On finding one or more routes, DSR 
passes on the route(s) to SMRTI to evaluate their 
trustworthiness. Note that a route’s trustworthiness is based on 
the trustworthiness held for all nodes positioned in the route, 
except for the evaluating node (i.e., S). The route with highest 
level of trustworthiness is then chosen for the communication 
flow and reported back to DSR, given there is more than one 
trustworthy route to D. Alternatively, if all the routes are 
untrustworthy, or routes are unavailable to D, then SMRTI 
instigates DSR to initiate a new route discovery to D. 

As detailed earlier, the fellowship model at D checks the 
transmission rate of its previous-hop before requesting 
SMRTI to evaluate its previous-hop’s trustworthiness. It then 
passes on the packet to DSR, which in turn requests SMRTI to 
evaluate the trustworthiness for packet and route ahead of 
accepting them.  

The sequence of operation explained above for the source 
(S), destination (D), and intermediate nodes (O, X, N, and C) 
holds only for network which is extremely exposed to 
malicious nodes. In conditions where there is a lower degree 
of maliciousness, some of the trust evaluations can be skipped 
depending on the missing malicious behaviours. 

V. FELLOWSHIP MODEL  
In our architecture, fellowship is an obligation-based 

cooperation model that brings about cooperation among nodes 
to ensure the availability of network. The model comprises of 
three main components -- rate-limitation, enforcement, and 
restoration components. Rate-limitation defends against 

flooding attacks, while the enforcement component mitigates 
packet drop attacks.  Whenever a node commits to forward a 
packet for its previous-hop, but fails to do so due to 
unforeseen conditions such as contention and congestion, then 
the restoration component extends the commitment in favour 
of the previous-hop’s subsequent packet.  

B. System Operation 
The rate-limitation component is designed to monitor a 

previous-hop’s channel usage at regular intervals of time. If 
the transmission rate of previous-hop exceeds the pre-defined 
transmission-threshold (τ) within a given interval (i.e., if the 
previous-hop fails to comply with the obligation of sharing its 
bandwidth), then the model presumes the previous-hop to be 
flooding. As a result, it discards the previous-hop’s current 
and subsequent packets, and sequentially forwards the 
evidence for flooding to SMRTI. The rate limitation 
continuous to remain in this state until the previous-hop’s 
transmission rate is within ‘τ’. This effectively enables the 
fellowship model to defend flooding attack at the point of 
origin, unlike the trace-back models. Alternatively, if the 
channel usage is within ‘τ’, the rate-limitation queries SMRTI 
to evaluate the trustworthiness for previous-hop. Given that 
the previous-hop is trustworthy, the rate-limitation then passes 
the packet to DSR.  

As long as the next-hop is trustworthy, the enforcement 
component passes the packet received from DSR to the 
restoration component, otherwise it discards the packet. Recall 
that the enforcement component confirms the trustworthiness 
for next-hop through SMRTI. The untrustworthy previous-hop 
and next-hop can improve their trust only by exhibiting 
continual benign behaviour in future, i.e. by forwarding 
unmodified packets within ‘τ’. However, if the untrustworthy 
nodes continue to exhibit persistent malicious behaviour, then 
they are eventually isolated from the network. 

Finally, the restoration component makes the best possible 
effort to forward the packet to next-hop. Prior to packet 
propagation, it checks the transmission buffer queue to deduce 
the congestion level. Sequentially, it also investigates the 
Network Allocation Vector’s (NAV) value to conclude the 
channel contention and then senses the transmission channel 
for channel availability. If the restoration component has to 
drop the packet due to some unforeseen conditions such as 
congestions or contentions, it then passes on the evidence to 
SMRTI in favour of the previous-hop.  

VI. SECURE MANET ROUTING WITH TRUST INTRIGUE (SMRTI)  
We define trust [6] as “a firm belief in the competence of 

an entity to act as expected such that the belief is not a fixed 
value associated with the entity, rather it is subject to the 
behaviour of the entity and applies only to a given context and 
time”. It is apparent from the definition that any trust model 
performs the following – to make decisions depending on the 
trustworthiness for nodes, and to collect and maintain 
evidence for evaluating the trustworthiness for nodes.  

In our architecture, SMRTI assists fellowship and DSR in 
making decisions for the following cases, whether to – accept 
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or dispose a route from a route discovery, record or ignore a 
route from a forwarded packet, to forward a packet on behalf 
of a previous-hop, to send a packet to a next-hop, and which 
route to choose for the communication. The decision for each 
of the cases is dependent on the corresponding trust evaluation. 
In turn, trust evaluations are based on the policy defined for 
the case and the direct and recommended trust held for one or 
more nodes involved in the case. The direct trust is based on 
the evidence captured from the one-to-one experiences with a 
node, and the evidence received from fellowship model. 
Alternatively, the recommended trust is based on the 
recommendations derived for a node.  

C. Trust Evaluation  
Let us now consider the trust evaluation for – a node, a 

packet, and a route. Assume that the direct and recommended 
trust for all nodes at every node is set to the default threshold 
value, threshold-limit (∆), during the initial stage of 
deployment. A positive trust evaluation for a node (or a packet 
or a route) depends on whether the trust computed for the 
node (or packet or route) is at least the threshold-limit (∆). 

Node ‘i’ computes its trust (Ti-Nodej(ta+1)) for node ‘j’ at 
time ‘ta+1’ by using the direct (DTi-Nodej(ta)) and 
recommended (RTi-Nodej(ta)) trust held for ‘j’, which is given 
in equation (1). We have set the highest priority for direct trust 
compared to the recommended trust as given by ‘α’ in 
equation (1). The reasoning rests on the intuition that personal 
experiences take higher precedence over the recommendations 
received from others.  
 

(1)

Similarly, the trust (Ti-Packetk(ta+1)) for a packet ‘k’ at node 
‘i’ is computed from trust held for both the packet’s source 
(Ti-NodeSrc(ta)) and destination (Ti-NodeDest(ta)), which is 
given in equation (2).  
 

(2)

Finally, the trust (Ti-Router(ta+1)) for a route ‘r’ at node ‘i’ 
is computed from the trust held for all the nodes (Ti-Nodej(ta)) 
in the path, excluding node ‘i’, which is given in equation (3).  

 
 (3)

D. Direct Trust 
A node’s direct trust is defined as the trustworthiness 

computed for its neighbour depending on the evidence 
captured from the one-to-one interactions with the neighbour 
and the evidence received from fellowship model. The 
evidence is classified for either benign or malicious behaviour, 
where a benign behaviour attributes to a positive value 
(pos(event)), and a malicious behaviour attributes to a 
negative value (neg(action, event)). The magnitude of positive 
value is proportional to the type of event (route request, route 
reply, route error or data flow). In contrast, the magnitude of 

negative value is a function of both the type of event and 
action (flooding, packet dropping, modification of route 
sequence number, and addition or deletion of nodes in route). 
The malicious node is then excluded from corresponding 
communication flow until the completion of flow.  

After the evaluation of every evidence (pos (event), or 
neg(action, event)), node ‘i’ revises its existing direct trust for 
node ‘j’, which is given by ‘DTi-Nodej(ta)’ in equation (4). 
After the computation, the revised direct trust becomes the 
existing direct trust for future computation. The trust values 
are in the range [-1, +1] as in [5]. This is because discrete trust 
values can only provide a small set of possible trust values, 
while trust in mobile ad hoc networks evolves continuously. 

 

(4)

E. Recommended Trust 
For ease of explanation, the node that provides a 

recommendation is referred as recommender and the 
recommended node is referred as recommendee. In related 
models [5-6], recommendations are communicated among 
nodes by disseminating explicit data packets or additional 
headers. In these models, the notion of disseminating 
recommendations corrupts the trust decisions for following 
reasons. First, they lack well-analyzed approaches to 
determine a recommender’s bias accompanying the 
recommendation. Second, they fail to investigate whether the 
recommender exhibits free-riding or honest-elicitation. Even 
when these models do attempt to address these problems, they 
lack well-defined approaches to completely defend against 
them. In addition, the dissemination of recommendations 
increases overhead and consequently degrades the 
performance of network.  

In our trust model, we derive recommendations for a 
recommendee by using the route contained in a packet, rather 
than requesting the recommenders to disseminate their 
recommendations as explicit messages, or additional headers. 
In conventional approach, a recommender’s opinion for a 
recommendee can be deduced from a disseminated 
recommendation. Given that there has been no change in the 
deduced opinion, it is then feasible to determine whether the 
recommender will forward or discard a subsequent packet 
received from the recommendee. Note that the above 
reasoning is realistic only when the context for both 
disseminated recommendation and deduced opinion remain 
same. In our model, recommendations are derived by 
inversing the above reasoning. Our trust model deduces and 
derives a node’s intention to forward or discard a packet 
received from its previous-hop as the node’s opinion 
(recommendation) for its previous-hop. Here, the node is the 
recommender and its previous-hop is the recommendee.  

Since recommendations are derived from the route of a 
received packet, it is necessary to validate both the packet and 
route before deriving recommendations. Recall that a node 

Ti-Nodej(ta+1) =  
     α ∗ DTi-Nodej(ta) + (1-α) ∗ RTi-Nodej(ta);   0< α < 1

Ti-Packetk(ta+1) =  
   β ∗ Ti-NodeSrc(ta) + (1-β) ∗ Ti-NodeDest(ta);    0< β < 1

Σ 
j∈ route and j ≠ i 

λj= 1 Ti-Router(ta+1)  = Σ 
j∈ route and j ≠ i 

λj ∗ Ti-Nodej(ta) ;   

min { 1, [DTi-Nodej(ta) + pos(event)] }, 
if ‘j’ is benign 

max { -1, [DTi-Nodej(ta) - neg(action, event)] }, 
if ‘j’ is misbehaving 

DTi-Nodej(ta+1) =

595

Authorized licensed use limited to: MACQUARIE UNIV. Downloaded on February 5, 2009 at 18:57 from IEEE Xplore.  Restrictions apply.



forwards a packet only if it trusts its previous-hop, next-hop, 
source, and destination for the packet. Hence, it is evident that 
a node has to trust its previous-hop as one of the requirements 
to forward a packet. This condition also applies to all the 
upstream intermediate nodes until the source of packet. 
Otherwise, the node’s previous-hop or any one of the 
intermediate nodes in the route would have ignored the packet 
for not meeting the trust evaluations. In addition, 
recommendations are derived only once for a communication 
flow, especially during the data flow event. This effectively 
prevents SMRTI from capturing evidence from a modified 
route. 

Consider the scenario where node X unicasts a packet to 
node N, which contains the route S  O  X  N  C  D. 
Node N will forward the received packet, only if its trusts S, X, 
C, and D. Given that the conditions are met, N also derives 
X’s willingness to forward the packet on behalf of O, as X’s 
recommendation for O. Similarly, N derives O’s willingness 
to forward the packet on behalf of S, as O’s recommendation 
for S. The process of deriving recommendations terminates at 
S as there is no previous-hop for S.  

We now explain the evaluation of the derived 
recommendation.  Consider the recommendation derived from 
X (recommender) for O (recommendee) by N. Initially, N 
computes its trust for X according to equation (1). A positive 
or negative value is assigned for the derived recommendation 
depending on whether the trust for X is at least equal to the 
threshold-limit (∆). This demonstrates N’s view on the 
recommendation derived from X for O. Note that this positive 
(or negative) value is also identical with the other positive (or 
negative) values assigned for rest of recommendations derived 
from other nodes. This fails to present the fact that N’s trust 
for X need not be the same as its trust for other nodes. Hence, 
the positive (or negative) value representing the 
recommendation derived from X for O is then scaled by N’s 
trust for X. The scaling affirms that the recommendation is 
proportional to N’s trust for X. Finally, N revises its existing 
recommended trust for O by integrating the positive (or 
negative) value into its existing recommended trust for O. The 
same procedure is then repeated for the recommendation 
derived from O for S. Equation (5) summarizes the operations 
in which RTi-Nodej(ta+1) is the revised recommended trust for 
node ‘j’ by node ‘i’ at time ‘ta+1’.  
 

(5)

In summary, the proposed approach prevents a node’s 
opinion from being corrupted by the recommender, and this in 
turn facilitates the node only to believe its opinion. Hence, it 
better resolves the issues concerned with the recommender’s 
bias accompanied with the recommendation. Since the 
recommenders do not forward their opinions they are 
prevented from exhibiting both honest-elicitation and free-

riding behaviours. It is also important to note that the 
architecture at every node conceals its trust values from being 
comprehended by other nodes. This in turn enforces the 
selfish nodes to comply with the architecture; otherwise they 
are at the risk of being isolated from the network like the 
malicious nodes, which in turn contradicts their motive. 

VII. CONCLUSION 
Thus, we have successfully proposed a Trust Integrated 

Cooperation Architecture that consists of an obligation-based 
cooperation model known as fellowship to defend against both 
flooding and packet drop attacks. Further, the security 
decisions of fellowship are enhanced through a trust model 
known as Secure MANET Routing with Trust Intrigue 
(SMRTI). In comparison with related models, SMRTI deploys 
a novel approach to communicate recommendations such that 
the deployed approach is free from well-known issues such as 
honest elicitation, free riding, bias of a recommender, and 
additional overhead. 
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